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Abstract

The heterogeneity of method-level interactions, the high dynamics of container instances, and the scarcity of anomaly

labels make anomaly detection in microservice systems difficult. Therefore, a dynamic graph and code execution

context-aware microservice anomaly detection method (DGCEC-MAD) was proposed. Firstly, code information

corresponding to service calls was collected through instrumentation techniques, including execution semantics such as

class names, method names, parameters, and return values, which were encoded using a pre-trained sentence
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embedding model. Secondly, service calls were modeled as a continuous-time dynamic graph with
timestamps and edge attributes; updatable node memories and a graph attention mechanism that fuses
temporal and edge features were employed to capture the evolution of inter-service relations. Then, an
improved link prediction task with dual negative sampling was designed to learn normal calling
patterns purely from normal data and obtain high quality node representations. Finally, the learned
representations were fused with KPIs, and anomalies were identified in an unsupervised manner via
autoencoder reconstruction errors. Experiments on two microservice systems, including container-
migration scenarios, demonstrate superior performance and robustness, with consistent gains over
strong dynamic-graph baselines. Ablation studies further show that incorporating code execution

context finely characterizes method-level behavior and significantly improves detection effectiveness.
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Z |, H F1 7 MallService N 73.07. £
TrainTicket & 74.60; £ It & |,
TGAT+AE 1y F1 43 5] $2 &5 # 87.29 Fl
92.70, GraphMixer+AE 43§ ik %] 88.32
F192.55, W EIGME L, ShAREXS 45

MESHEIRE B, Etz B,
DGCEC-MAD i@ id 47 )l A7 R B 2L
Fil G U REAE A B R 2 A A A A,
ot — 2 # H+  #E © fE MallService |
Precision . Recall F1 M
GraphMixer+AE 4> B & F+ 2.88, 4.17.
3.49; 1 TrainTicket FAH It TGAT+AE
] Precision 55 F1 43 5l #i¢ 7+ 0.73 1 0.4
(%% GraphMixer+AE i F1 5 0.56), K3
R ZR s P Rt S e .

3.4 YILRFERTER

FPEAE 25 TT 2R, AR SO 7%
TG S (one—epoch) SEHJFEM,
g mE 2 R

W& A, GraphMixer+AE BTk
N MLP, 57 &&E, BRI %EE;
DCADAnomaly 75 % T HAFE 42 B B9
AR, I HARIIAFA RS s,
HE AR 25 A 35y 1 B TR I R AR
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2 one-epoch ILYIHERT

Ik FESYIZPIRER (D)
OC-SVM —
TopoMAD 51.54

TraceAnomaly 26.07
TraceGra 31.12
DCADAnomaly 18.21
DyRep+AE 27.78
TGAT+AE 30.35
GraphMixer+AE 17.37
DGCEC-MAD 27.13

P TopoMAD H T & il £ 2 GCN,
LSTM 5 VAE, i+8EE 7% H ¥ 5 4 5
B, N8, DGCEC-MAD K ¥ igHE
ik 27.13s, 5 DyRep+AE (27.78s) JL

MY BT TGAT+AE F TraceGras
% 1% F TraceAnomaly. DCADAnomaly
PL M GraphMixer+AE, DGCEC-MAD HJ
FEL A4 0k A AR S T 5 R R
71, BRI R S5 3 & G iR
THEZ AN T2 . H: OC-SVM 2y
BT ERRTTHE, AW R W 24311 25
HIIEARACIL, MRS Il e T o

35 FBREIBXRERE S

N T — A A6 56 AN [ 7 ¥k TR A e 1T
st & o, A £ T MallService
) D 0 i 5 o )1 5 G ) ABE R 1 P T 7 T G
PR AT I et 45 5L, Lo g Rk
3HIR.

R3 THRTWBLWER
ok J SR AR
Precision Recall F1 Precision Recall F1
OC-SVM 84.30 47.88 61.07 23.11 100 37.55
TopoMAD 85.76 68.58 76.21 23.97 76.98 36.56
TraceAnomaly 71.32 74.92 73.07 53.13 98.93 69.13
TraceGra 73.27 75.51 74.37 28.57 58.06 38.30
DCADAnomaly 82.14 62.16 70.77 68.57 43.64 53.33
DGCEC-MAD 88.68 95.17 91.81 72.04 70.72 71.37

OC-SVM 5 TraceAnomaly 7E &
PeAT S 5 1Y Precision & T % 23.11%
Ml 53.13%, R 4 Recall & F] 100% 1
98.93%, (B TmiRMR, BIKF1ERIK,
X T AR SS I R AR T B E Bl &
A, RUE BRI SR RE S R ] S
Y EEARA LA IEH B, (HITR 5 B
EFHERXSREEEIMNA, SRR
W IE H S MR R R BR DN B
TopoMAD 77 : [/ B 75 A 48 51 £ 48 £ [

R E F R, Precision &% 23.97%,
F1AE AL 36.56% X A PR T~ HLAR 8 T i
BWIME R, Tk A& N AT E S 3
IR NG ARE . TraceGra Jy ¥ fE A #aiT
& Ja A M gB L 225 T, Precision (¥
7 2857%, Recall T FE% 58.06%, F11{H
N 38.30%, R4 TraceGra %/ 7 E &
W 4% 5 LSTM A I 23 RpiE #E AT 38, (EAE
T IR 55 A A Bl A fe i, IR R 4B
BRRIE R 2 B RE W B, &
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ORI PEBE KR N e, DCADAnomaly
T 11 R B B SR ALE 40 7 RO AT B B S5
KT HIA, ZRTREFAEEAL,
TR I DL 4 T 27 31 2% b S 1 A0 i IR AT
N, RS IR R4 I S 25 B iR O
W, SF Recal MF1 T, HELZT,
DGCEC-MAD EL @& ZF&ds, T
RYIR 5B SR B sh AR R, RS
PAT N SCRHIE S AR S5 L S5 B i, &
ARSI Sh BEM X B — e, Rk
FRAEAS 2 (R 2R 38 1T 78 17 R AR B R s,
BFELHFEHNEMBIT, KRG
W RARIEFE PRI R R S R
T/ A8 TR H AR TR SR A R = K T R B

3.6 JHRUSCIG 4T

HEAF DGCEC-MAD 75 ¥ & A
ok, & MallService iR 4%+ 7 &2 48
PR LI, AR EAE . (1) Bk
WU A SRR W, (A A BEATL Y £ R A
(2) BB BRARIPAT ETCRE; (3)
BEARELHAT BT SCIE w4 B e
TF-IDF #1 Word2Vec; (4) ¥ KPI 5%
AT B AR S 255 W BUR AT RS
(5) Kb B Gt 2 B B 48 43 H w5 v

(Variational Autoencoder, VAE) B%,
SLIGZE AN 4 FruR .

ISLEGEE KA LUE H, BB R RS 3T

T4 HRISCOER

WARES Precision Recall F1

w/0 WEEA SRR I 83.24 88.61 85.84

w/o RS T TS 72.02 7272 72.37

w/ TF-IDF Zwf% 73.87 76.46 75.14

w/ Word2Vec Zihi 73.89  89.93 81.13

w/ KPL A 7430 9537 8353

w/ VAE 88.10 93.98 90.95

DGCEC-MAD 88.68 95.17 91.81

BN SCRHIERT S R B2, F1EM
91.81% BEM:ZE 72.37%, FlE mik 19.44 4
By r, XA w7 AR IRAT BTN CE
TR 55 SR A I R e SR o FE AT 3R
17 B 3G AS 7 O e H, TE-IDF 4 i
R % 75.14% W F1{E, Word2Vec % i
T2 81.13%, TR CE F 1 Sentence—
BERT 4wt s280 7 91.81% Mkt fE, (K
LT T Lo A T % 3 SCHE A L
FRAERLG R T T, FIEG SEF1IET
P2 83.53%, MHILB Bl &Ik mg TR T
828 MNH M A, WIE T KPLH 5 T3]
HAR A AN & 5, 45 5 45 /4T 9 K- AE
WAL, SR 550 A A= R 40
Wr B S RE, 43 B Bes 21 A B T4 il
BEEERAT S RE B, I o R AE R 27y
BT DUEE G SR A B A L% e RE L
KA T 597N E SR, RIAERSR
P M ) AR ARAT Bl T A TR S [ 45 A
RN . AmisasZeigikss B, VAE
FARMERE R, HH KL EUE AR ARIE S
MRS RGN FE R, LWL T
DGCEC-MAD &A% it iy & B, Fril
AREHIT BT AR RN R A —E
VANIERS

3.7 BE&HE

371 #HEAYRYENR

R T B A T 2 S B B 2 T 4 K
FH o HSEMIEERYLRIBERL,
Bt T A SE[0.1:0.9, 0.3:0.7, 0.5:
0.5, 1:1, 2:1] X MallService Z s 8 347
SEG, 5 RN 3(a) TR

ZERFN, A BRI ST
7, BEEEFS 435 ST U 55 1 19 30 28 1R 4
ik, SCELGRAE SR A AT 5 AU .
a=0.3, B=0.7 N ERLAF| e EMERE, FLE
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100

9 | | - = - Precision
| —e®—-  Recall
S _+_ _______ - —a— F1
S o | Tee————-®
= |
R L
pa 92
'n’..é %0 | I
ug
T e | P ’Jl" S
s ~
86 | id | S
- | ~
84 | o -, -_
. S -
82 L L L n
0.1:0.9 0.3:0.7 0.5:0.5 1.0:1.0 2.0:1.0

RkFHa:p
(a)

100 -

98 - | -
-
9 |- | T i
________ ...r" — = - Precision
94 Rl — e - Recall
£ [
%E,L’; % |- |
= 88 //“"\\
- - | N
86 | - | N
N
84w~ | S
N
82 - | N =
N I
80 [ | .-
. X ‘
1 2 4 29

EREEIES-
(b)

B3 BSEW

5 91.81%, /N afl (W0.1) <455
BAEZES SO, i KR afE (W 1.018L
) S5 S A i BE

3.7.2 FEHLHER

S B T N 4 T e 2 Sk AU E
BT T RSB S AL, L g
RUME 3O im. GREW, BLTEETS
HTRAEIDAER, FLEMNN89.07%,
BEE 2 LB N E] 4 F129, A& Recall
HrEF, {H Precision B T, SE#%
RFLEREC. XEFAdZrERlke
JIANEZ S8, BUATREa £ KT
e BARRAE, TR, BRI A
R, B—UrE, 2Rk s —b
ST R TT 8 . M2 L BE N 2 I
Bk E AR, F1{E 8 91.81%, BEGE
TR A2 B R IE IR R 2R, RB LR FF
TR P Rl 8 AR 1 o

4 BE5FE

AR T —FhE T 5 RS AR
11 B ORI IR 55 e H AR I O i

DGCEC-MAD, LA I (8] 8 1A [ i
AR S5 A, AR AR R AR R 2R
G A 2HEREEEREHT E
TIETMYGETENRGAR ., fEE&
BZ>) B, SR IS TAD 4 Ab B 5 44 5 I T 2
W, 256 NAFE RIS L4 & I [A] 5 T R AE
MEFEENRE, B ERRTESH
FARZMEN . I BER L, &3 T
G R AE % 2 0 9 5 1N OB SR
i R 3R R B U AT L S R S 2 R
=, LELE RN, DGCEC-MADfEL 4
G EAH R B AE A A R A —E iR,
TERFITF . U AR F AR5 P R
FRUEMERE; HAET SRR T AR T BT
SOR RGO T Ay iR TR, REIS 2R R
e Gt SE M ESE, ”
A, AR SCAE S AR R R 43 AT O T
RIFEANIIGE o KK TAEEE D TN FF
F AT I AR R B A AT, W S
AEMRARRE, NMkS ZGEHAIIMIE
HERTH S W AL T INE T R

SE Wil :

(1 Mgz, MG, &, & I EORTTIE ).
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